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KREONET: NREN in Korea

« Nationwide 17 GigaPoPs in Korea (~100Gbps), 4 International Connections to the US, China,
Europe (~100Gbps), Global Research Network Collaborations (StarLight, GLIF/GNA-G, GRP, etc.),
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KREONET-S: Open,Virtualized, Automated, and Intelligent Network Environment
migrated from Traditional KREONET Infrastructure & Services
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KREONET-S (KREONET Softwarization)

* Roles and Goals

— Nation-wide and International SDN-WAN Environment for
Advanced R&E Community over KREONET in Korea

— New User Services & Experiences beyond Legacy Networking,
based on Virtually Dedicated Networking and Orchestrations

* Principal Building Blocks

— Infrastructure/SBIl: OpenFlow 1.3, Stratum/P4,TLI, NETCONF, etc.
* 8 Locations: SEO, D), BS, GJ, CW (Korea), Chicago (USA), Seattle (USA), HK (China)

— Control/Distributed Core: ONOS 1.13.1 (Nightingale Release)

* KISTI as ONF/ONOS collaborator, ambassador and brigade member,
ONOS/CORD WG member@SDN/NFV Forum in Korea

— Virtualization & Orchestration/NBl: VDN [.1.5, VDNO 1.0
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KREONET-S Infrastructure (1)

* 2015-2017 : Deployment in Six Locations in Korea and USA
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KREONET-S Infrastructure (2)

 2018-2019 : Deployed in Two more Locations in USA and China
— VDN Federation: Two Individual SDN Domains
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in KR and CN

[root@localhost ~]# ping 203.230.72.191

PING 203.230.72.191 (203.230.72.191) 56(84) bytes of data.
64 bytes from 203.230.72.191: icmp seq=1 tt1=64 time=47.4 ms
64 bytes from 203.230.72.191: icmp seq=2 ttl=64 time=37.0 ms
64 bytes from 203.230.72.191: icmp seq=3 ttl=64 time=334 ms
~ ]

- 203.230.72.ﬂ§1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2010ms
rtt min/avg/max/mdev = 37.022/139.515/334.051/137.624 ms
[root@localhost ~]# ping 203.230.72.192

PING 203.230.72.192 (203.230.72.192) 56(84) bytes of data.

64 bytes from 203.230.72.192: icmp_seq=1 ttl=64 time=848 ms

64 bytes from 203.230.72.192: icmp_seq=2 ttl=64 time=47.1 ms
64 bytes from 203.230.72.192: icmp seq=3 ttl=64 time=73.4 ms
64 bytes from 203.230.72.192: icmp_seq=4 ttl=64 time=37.0 ms

- 203.230.72.192 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3018ms
rtt min/avg/max/mdev = 37.033/251.448/848.175/344.776 ms
[root@localhost ~]# ping 203.230.72.197

PING 203.230.72.197 (203.230.72.197) 56(84) bytes of data.

64 bytes from 203.230.72.197: icmp_seq=1 ttl=64 time=184 ms

64 bytes from 203.230.72.197: icmp_seq=2 ttl=64 time=33.5 ms
AC

PING 203.230.72.151 (203.230.72.151) 56(84) bytes of data.

64 bytes from 203.230.72.151: icmp_seg=1 ttl=64 time=997 ms
64 bytes from 203.230.72.151: icmp seq=2 ttl=64 time=36.8 ms
64 bytes from 203.230.72.151: icmp segq=3 ttl=64 time=37.5 ms

- 203.230.72.151 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2000ms
rtt min/avg/max/mdev = 36.842/357.408/997.793/452.820 ms
[root@localhost ~]# ping 203.230.72.154

PING 203.2360.72.154 (203.230.72.154) 56(84) bytes of data.

64 bytes from 203.230.72.154: icmp seq=1 ttl=64 time=974 ms

64 bytes from 203.230.72.154: icmp seq=2 ttl=64 time=64.9 ms
64 bytes from 203.230.72.154: icmp seg=3 ttl=64 time=71.8 ms
64 bytes from 203.230.72.154: icmp seq=4 ttl=64 time=33.7 ms

- 203.230.72.154 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3013ms
rtt min/avg/max/mdev = 33.744/286.323/974.792/397.746 ms
[root@localhost ~]# ping 203.230.72.155

PING 203.2360.72.155 (203.230.72.155) 56(84) bytes of data.

64 bytes from 203.230.72.155: icmp seg=1 ttl=64 time=524 ms

64 bytes from 203.230.72.155: icmp seq=2 ttl=64 time=61.7 ms
64 bytes from 203.230.72.155: icmp seg=3 ttl=64 time=62.2 ms
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KREONET-S Control Layer

* 3-node ONOS Cluster, vI.I3.1 Nightingale Release (KR-US Domain)
* 3-node ONOS Cluster,v.l.11.] Loon Release (CN/HK Domain)

Daejeon & Hong Kong ONOS Instances
PM#2 :

Build_VM#1 Deploy_VM#1 Deploy VM#2  Deploy_VM#3 Deploy VM#4  Deploy_VM#5 Deploy_VM#6  Deploy_VM#7

~~ a1 .

Arista 7050SX * 2, fiE: 7 Optical Transport

Optical Transport Arista 7050SX * 2,
Edge-Core AS5712_54X * 1 i Edge-Core AS5712_54X * 1
Edge-Core AS5812_54X * 1 Brocade MLXe-8 * 3 Brocade MLXe-8 * 3 Edge-Core AS5812_54X * 1
(Edge Nodes) (Core Nodes) s 10Gbps x 1 (Core Nodes) (Edge Nodes)
—
1Gbps x 10
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Virtually Dedicated Networking (1)
* VDN Designs & Features

— User-based Dynamic On-demand Virtual Network Management

— Logically Isolated and Dedicated Networking w/ High Performance
(~100Gbps) and Network Security Provisioned

— ONOS-oriented Event Detection (e.g. Link up/down) and Recovery
— GUI-based Intuitive Virtual Network Creation, Update and Deletion
— Additional App Development: vNAC, vFed, vSlicing, vYDHCP, and VDNO

re nerS



Virtually Dedicated Networking (2)

KREONET-S Virtual Dedicate Network (VDN) & User-oriented Visibility (UoV)

7 VON VWZARD
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Virtual Network Federation

* |nter-Communications for individual SDN/VDN Domains

— Inter-VDN connections with guaranteed network performance between different
SDN control domains over SDN-WAN for inter-SDN connectivity & resource
federation, e.g., between KREONET-S, CST-Cloud, DCs, Campuses, etc.

Federation App. (A)

SDN Controller
/Cluster (C)

Physical Network (N)

Internet

Federation App.

SDN Controller
/Cluster

SDN Domain #1

SDN Domain #2

Basic Procedure

[Preliminary] VDN Generation

[Step 1] Exchange Information
(VDN, Controller IP, BS ID/Port)
[Step 2] Configure VDN Federation
Information

[Step 3] Create Peer (Bogus) Host(s)
Connected to the BS Port

[Step 4] Update VDN (Including
Peer Host(s)

[Data Transmission] Use Own Fwd

Method Independently
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VDN and k8s Orchestration (1)
REST ACTIVE/Inte”igent Request: A1 host requires 10GB for Z1 node
Interfaces Controls Interfaces with 1Gbps bandwidth

@ . KREONET-S/VDN ORCHESTRATOR Q,&)‘\
(VDN and Kubernetes) U

4) VDN Request (network BW, GW,
VNFs, end-hosts/containers, etc.)

VN-FED | VN-yNAC | VN-vDHCP

Mzt Nodicsta Mobaonl

Request: end-hosts need 100GB storage
with 10Gbps bandwidths

I) Request for Computing/Storage
Resources w/ location, etc.

3) Reply w/ allocated Computing/
Storage Resources

Kubernetes APIs

5) VDN Management

2) Containerized Computing/Storage
Resource Management

Northbound APIs

Southbound Interface: OpenFlow

Storages
R (b ates Storages S|te/Edge Resources 6) OF Flow-rule
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Compute
Nodes
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Core Resources
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Slte/ Edge Resources
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VDN and k8s Orchestration (2)

e Auto-Selection and Allocation of Service/Container
Resources based on Locations and Loads (Cgoiocted)

Cselected = Max {fOI‘ all Ci eC | Wiocation * Clocation + Wresource * Cresource}

where 1) Wiocation and Wresource = 0/ 2) Wiocation + Wresource = 1.

— Metric | (Cipcation): location proximity to each end-host w/ weights

Clocation = & * lCi.Lj +[- CVg;

where 1)¢; €C,; €L,C € L,2) aandff =20,3)=a+=1.

— Metric 2 (Cresource): resource utilization (CPU/memory/storage)

Cresource — Q1 ° rnor(Cr Ci) +az: rnor(m' Ci) +as- rnor(sr Ci)
where 1) r(c,C;) = d(c),r(m,C;) = d(m),r(s,C;) = d(s)),
2) Thor (€, Ci), Tnor(M, Ci), Thor(s, Ci): normalized factor (0 < 10, = 1),
3)a, =0,a; +a, +az = 1.

Notation Description

L Set of locations of distributed end hosts

C Set of locations deployed k8s infrastructure

li; Normalized link capacity between location i and j, 0 = [;; = 1
Cv; Normalized centrality value of location i, 0 < cv; = 1
d(c) Initial service CPU resources demand

d(m) Initial service memory resources demand

d(s) Initial service storage resources demand

r(c, Ci) Availalble CPU resources in cloud C;

r(m, C;) Availalble memory resources in cloud C;

r(s, Ci) Availalble storage resources in cloud C;
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Demo: VDN Orchestrator (VDNO)
w/ VDN-CNI



ONF Connect 2018 Demos

Demo #1: Location and Load aware Virtually Dedicated Container Networking over

KREONET-S with a New VDN-CNI Implemented
Demo #2:VDN International Federation over KREONET-S (KR) and CST-Cloud (CN)

mirkimbmalcom It -t Ggnod

ONF Cannect 18 Homae
#31 Location and Load aware Virtually Dedicated Container Networking over KREONET-S
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APAN47 Demos 2019
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* Demo #I: Location and Load aware Virtually Dedicated
Container Networking over KREONET-S with a New '";::::::.::::::ﬁ.::m;:::::r::“'
VDN-CNI Implemented

* Demo #2:VDN Federation over KREONET-S (KR) and - - E

CST-Cloud (CN) e
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Advanced NREN Collaborations

* Advanced Research Networks in USA, Europe, China, etc.
" Internet2 (US): Network Automation/Intelligence (Ana Hunsinger, Dale Finkelson)
= ESNET (US): SDN-oriented WAN and Orchestration (Inder Monga)
= SURFNet (NL): Network Automation (Migiel de Vos, Gebern van Malenstein)
= NORDUnet (N. Europe): Network Intelligence/SDMZ (Erik-Jan Bos)
= CSTNET (CN): Cloud Native and Virtual Networking (Yongmao Ren)

Lt
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Use Case: Virtualized Edge SDMZ

o Virtual Science DMZ Service Management offered by KREONET, KISTI ‘e,
s w/ E2E SDN-controllable, Orchestrated, Virtually Dedicated Networking with Dist. Service Resources "._

KISTI

International:Org. |

External IP
Networks

Sto rage /

“ (L1) KREONET (L2) KREONET-S 100Gbps, dynamic VDN provisioning, controllable

(L2-L3) 100Gbps dynamic SDN-IP connections, controllable

“C

Off-site Storage
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Use Case: Auto-VDN on Globus Online

KREENET =

KREONET-S/VDN ORCHESTRATOR

(VDN manager, Kubernetes, Globus Online)

Discovering DTN uuorimauon wenvering the acquired DTN
using Globus Online Auth & -_- information to the VDN
Transfer APls manager in JSON format

globus online

Kubernetes APIs

SRR ERBREREEEREEREEREERE
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Demo: Auto-VDN on Globus Online



Use Case: VDN for loT DCs and GWs

: KREONET A| S HME

@i : KREONET-IoT | O] £ 4l .
c:_é @ == : End devices

A:'\' : Gateway

loT G| O] E{ 4l E
S 7t =2toj&
Y CHE-M2-285)

loT H|O|EMH

VDN Slices for loT Datacenters

- Edge to Edge Cloud/DTN-VDN
Orchestration & Federation
- On-demand Edge to Core Cloud
Communications
- Goal: On-demand/Dynamic, High
Throughput, Secure Connections

@ : KREONET X| U AIE

Jharat &atolA
HAL R ARSI H) |

- Dist. loT GWs to Edge Cloud
Communication & Orchestration

- vSlicing based on LoRa CIasses/Types«
- Goal: Low Latency, Data Locality,

Bandwidth Saving, etc.

VDN Slices for loT Gateways "
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Use Case: Intl’ Federation & Orchestration

Q&I e H M 2E 5

% PR CSTCloud-Testbed

» Provide testbed for new technologies

» Provide on-demand dynamic virtual network slices

CSTCloud-Testbed
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Use Case: Network Intelligence

User \
output
>
o

Network Intelligence

Actions

VDN Orchestrator

Big Data Analytics

IConsume

Orchestrator | |

APl Calls

IMOIR User A&A Othe
Model data soufides

Interactive Historical

A
I API Calls I CRUD
VDN Manaer IDatasets :
Datasets I
NBI NBI |
l I Datasets
Provisioning Multi-node ONOS Cluster Collector/Telemetry
SBi T SBI Configuratig Datasets‘ ' I
OpenFlow Adaptors/Protocols VDN CNI Collector (VDN Telemetry) —I—VStore Backup
, | _______ storage

Configurations Container Networking Telemetry

KREONET-S Data Plane Networks, Computing & Storage:
Virtualized and Physical Resources

Reference: ESnetbé software automation architecture 2019, Inder Monga/ESNET KREONETS 22



lITP-NI Project with VDN/VDNO

" Joint Research on Network Intelligence with POSTECH, KT, Handong
Univ. : Telemetry and Provisioning for New Al/ML-oriented Virtual
Network Management Project (2019-2023)

° /? B
KiSTi eerizen. PosTecH [Rl [ s

W kit re ke HANDONG GLOBAL UNIVERSITY

KREONET-S Core

KREONET-S Edge

¥

: Telemetry/ Iperf3 POD PerfSONAR

Network
Iperf3 POD Intelligence |
1

(VDNI00, 200)_ | _ _ _ _ - Collector ___________ (VDNI00.200) |} ~ | (VDN]00,200)
1
| A _________________Tooo-
__________________________ I=I=T=1=1=1 = .

]
1 J 1
| oo
-
A SDN Edge A i A SDN Edge A
1

Switch i
POD: CNF/End-host " POD: CNF/End-host : (SZDN POD: CNF/End-host WM oD, CNF/End-host
ore ore VDN 100
(VDN100) (VDN200) oo oo ( ) (VDN200)
| sesraammmEp @
PGaeway O o IP Gatevay
(VDNI100) PP (VDN200) Data Plane
= = = = Management Plane
Internet

Experiment
Servers KREONETS JPE!



Conclusion

* KREONET-S is Moving Forward

— Software-Defined InterConnections and Automated E2E Orchestration
* Auto-VDN, loT Slicing,Virtual Edge SDMZ, Inter-VDN/VDNO Federation, etc.

— Network Intelligence for Autonomic Environment
* VDN Telemetry + Big Data Analytics + VDN/VDNO Resource Provisioning

* Further Work
— New version of VDN (v2.0) and VDNO (v1.2) Releases

* Enhanced Performance, Stability, Ul with Network Intelligence and Automation
— Continuous KREONET-S SDN-WAN Expansion and Collaborations

* ONOS/CORD WG (SDN/NFV Forum/KR), Future Infrastructure WG (Future
Internet Forum/KR), Open Network Foundation, Global Research Platform, etc.

— Jointly Working with GRP and Advanced R&E Networks is Expected!
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Thank You!

Questions and/or Comments to
mirr@Kkisti.re.kr

For more Information

http://www.kreonet-s.net
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