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Overview

Labs Workbench is an open-source platform designed to support
turn-key deployment of containerized tools related to data | |
management, analysis, and visualization in service of research DIE SEIVICES SYSLEI SETVICES

data access, education, and training.

The Labs Workbench platform has been used:
to provide low-barrier access to large-scale research datasets

with specialized software

as a scalable service for tutorials, workshops, and hackathons

computational tools and concepts

Architecture
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as an education platform to provide hands-on experience with |jL—J LTL | il aWws D

e Based on Docker and Kubernetes container orchestration platform

Labs Workbench is a product of the US National Data Service initiative ® |nstalls via Helm chart (https://github.com/nds-org/workbench-helm-chart)
with support from the National Center for Supercomputing Applications

and San Diego Supercomputer Center.

@ CHEESEHub: Web-based learning platform for cybersecurity education
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Welcome to the CHEESEHub

CHEESEHub is an easy-to-access learning platform providing access to a dynamic, community contributed
catalog of web-based hands-on learning environments for topics including network security, secure
programming, and cryptography.
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Status Name ID
ArpSpoof (' sgx48m-arpspoofhacker
ArpSpoof Victim (' sgx48m-arpspoofvictim

ArpSpoof Server (2 sgx48m-arpspoofserver

Easy-to-access web-based learning platform

Community-contributed catalog of hands-on learning environments
Topics include network security, secure programming, and cryptography
Integrates Labs Workbench with Carpentry-style lessons

Developed as part of the Cyber Human Ecosystem of Engaged Security Education (CHEESE)
project.

Network Security

Man-in-the-middle attack (ArpSpoof) ARP Poisoning Attack

© Overview

Teaching: 10 min Questions
Exercises: 30 min « What is an ARP Poisoning attack?

« Why is ARP vulnerable to such attacks?

« What can you do once you have successfully performed an ARP poisoning attack?
Objectives

« Follow instructions to successfully demonstrate an ARP poisoning attack.

ARP Poisoning Attack

The ARP Spoofing attack is a typical man-in-the-middle attack by which a hacker who has gained access to communication between two parties, can subsequently monitor and relay

Client Hack Server
N V N C J modified communication between these parties without their knowledge.
O (J u pyt e r) u pyt e r The ARP (Address Resolution Protocol) protocol is used to discover the hardware MAC address given an IP address. An ARP message is broadcast to the local network, with the IP in

question and the corresponding machine responds with its MAC address. The hardware MAC address is typically needed to route packets to the right machine on a local network.

This material is based upon work supported by the National Science Foundation under grants 1820573 and 1820608 (Division Of Graduate Education)

@) TERRA-REF Analysis Workbench NIH Metabolomics Workbench

® Provides low-barrier access to TERRA-REF reference dataset (remote ® Part of next generation Metabolomics Workbench (MW) and National

e Turn-key, web-based analysis environments

sensing, phenomics, genomics data)

Metabolomics Data Repository (NMDR)
Provides access to interactive analysis, metabolomics, and data

e Environments preconfigured with software required to use the data management tools

e Scalable cloud-based environments for workshops and hackathons
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Provides early access to new data products and tools
Used as training/hackathon platform

DO —
s SESMETABO
* v . . .

== "'R K»-ﬁ e T Catalog

. et iete jek. . 4 A—mRAAA~ls oY Choose an appl ication below to configure
Data for Fatb Induction Experiment (FatBIE) (Study ST000001)

GCMS positive ion mode (Analysis AN000001): Average values per metabolite and experimental factor (Units:peak height) Jupyter for NBI

? 2 .
. o —
' ’ Workbench Toolsuite jupyter Jupyter environment for Nationa
rformVolcanoPlotAnalysis (.

~_

* =y

within the U.S. Department of Energy, under Award Number DE-ARO000594 the NIH under award 5U2CDK119886-02. - T

N gDSC PURDUE ([|ILLINOTIS

NCSA

UNIVEIRSITY UNIVERSITY OF ILLINOIS AT URBANA-CHAMPAIGN



https://github.com/nds-org/workbench-helm-chart

